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May 17, 2017

Susan Webber

Aurora Advisors Incorporated
903 Park Avenue, 8" Floor
New York, NY 10075
webber@auroraadvisors.com

Dear Ms. Webber:

Subject: PUBLIC RECORDS REQUEST — SERVER LOG INFORMATION,
TRACKING #3173

This letter is in response to your Public Records Act {PRA) request received by the Office of
Stakeholder Relations on May 8, 2017. In your correspondence, you requested:

Please provide the following records:

1. Copies of the server log showing the connection(s) form CalPERS IP address
199.164.581.10 to any of the IP addresses from 1:20 PM PDT through 1:.37 PM
PDT on May 3, 2017:

2400:cb00:2048:1::6814:be28
2400:cb00:2048:1::6814:bf28
104.20.190.40

104.20.191.40

Please include any connections that were initiated before that time range but were
still active from 1:32 PM PDT through and including 1:37 PM PDT.

The server log fields should include but not be limited to:

Date

Time

Client IP address

Server IP Address

DNS Name of Source Machine
NetBIOS Name of Source Machine
HTTP Request URL

URI Stem

Bytes Sent

Bytes Received

Time Taken
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2. Please provide the records that would show what user(s) made these
connections, which would include:

a. The IP address of the computer(s}) making the connections identified in 1.
above

b. The login of the user(s) who had signed in for that session on that(those)
machine(s)

c. The active directory account logged into the client at the time

d. The records that identify the real name(s) of the user(s) employing
that(those) login(s)

3. Please provide the login of the user who was using the device assigned the
internal IP address of 10.10.125.175 from 12:00 PM PDT through 5:00 PM PDT
on May 3, 2017 and the records identifying the user using that login during that
time period.

4. Please provide records that would show the physical location (to include street
address or building number, and room identifier) of the devices originating the
connections identified in 1. and 3. above from their points of access to the
CalPERS network, whether physically or wirelessly connected.

Please provide all machine readable records in machine readable form.

Staff located certain information responsive to your request that is subject to disclosure
under the PRA. In response to requests one and two, please see the attached spreadsheet.
In response to requests three and four, Christopher Phillips was the user identified with the
internal IP address noted in request number three for the time period noted. Mr. Phillips
works at the CalPERS headquarters located at 400 Q Street, Sacramento, CA 95811.
Please note that some responsive information has been redacted or otherwise not provided
to you pursuant to various exceptions to the PRA including, without limitation, the balancing
test, the protection of information security records, and personal privacy. (See Gov. Code,
§§ 6254(c), 6254.19 and 6255.)

By providing you this information we consider your PRA request fulfilled and closed. If you
have any further questions regarding this request, please contact the Office of Stakeholder
Relations at the above address or telephone number (916) 795-3055.

Sincerely, .

WH.%M_

LINDA M. EVANS, Manager
Strategic Outreach and Events
Office of Stakeholder Relations

Enclosure



